Ok here is exactly the type of items being sent to wallets across the globe

- how to spot them, and how to check.

Here is a wallet picture and we are zoomed in on the ETH assets.

It will show your ETH holding and as this is a layer 1 asset when you click on this all the layer
2 tokens are shown, ie NFT and SHIB etc Lets look at my transactions

Latest operations

NFT Received Visit apy-ETH.org to claim rewards
9:31 PM
0

w

NFT Received You're a Winner!
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Now | did not buy these —they are new — they have been airdropped in.

So, let’s take a look without opening anything we need to look closer

Accounts ¢ Ethereum1 (% Synchronized

All NFT

apy-ETH.org ---

@& Visit apy-ETH.org to claim rewards

$100,000 BONE ---

You're a Winner!




My suspicions were high — lets delve a little deeper shall we- and hide this nft from showing
up, just like junk mail in the post we cannot stop this but we do not have to fall for these
tricks. See on RHS hide NFT — perfect click here and its out of my eyesight.

NFT (Non Fungible Tokens) Collections

@ $100,000 BONE

2 Hide NFT Collection

Tokens + Add token

SHIBA INU

Now as all transactions are recorded on the blockchains — in this case Ethereum blockchain,
lets take a look at ether scan see https://etherscan.io/ to see what this is really about at a
transaction level

Sl (A 51 https;//etherscan.io/tx/0x3 5G4 ®
eBay Purchase.. & Google
ETH Price: $2,062.34 (+4.48%) EY Gas: 30 Gwei Search by Address / Txn Hash / Block / Token ,
@ From: (> boneshibi.eth (Fake_Phishing187782)

@ Interacted With (To): §% (Fake_Phishing187781) (C @

(3 ERC-1155 Tokens Transferred: ERC-1155 For 1 of Token ID [0] ERC-1155 TOKEN*
From Null: 0x000...000 To Fake_Phishing187782

@ Value 4 0ETH ($0.00)
(® Transaction Fee: 0.000199822 ETH so0.41
@ Gas Price: 7 Gwei (0.000000007 ETH)

OK (I have blurred out my transaction ref for my security) but to explain | pasted in the
transaction ref the big long number from my suspicious transaction on my Ledger Wallet,
and now | can see both sides —and YES, it’s been reported as FAKE PHISHING SCAM already.
Lucky, that | have blocked this in my Ledger live and | AM SAFE.

Clicking on the NFT or opening it too far in my ledger could have caused problems.

All safe Angel, Job Done.



